Softwar e Safety and Security: Toolsfor Analysisand Verification (Nato Science for Peace and Security)

Software Safety and Securlty Tools for Analysis and Verification (Nato

Science for Peace and Security

(0 T IIHII

MATO Sabemis fer Pesce and Seous
B mfearmatcan and Cammunicatian %ec el

Software Safety
and Security

Amalysis amd W

l'l-,p-lﬂ-—u—- The NATO Science for Peace
g 1 b waac] _'tA.'l.LJ‘lh PIDF;:—.uTlm-c

mediaberita.info

Recent decades have seen major advances
in methods and tools for checking the
safety and security of software systems.
Automatic tools can now detect security
flaws not only in programs of the order of a
million lines of code, but also in high-level
protocol descriptions. There has also been
something of a breakthrough in the area of
operating system verification. This book
presents the lectures from the NATO
Advanced Study Institute on Tools for
Analysis and Verification of Software
Safety and Security; a summer school held
a Bayrischzell, Germany, in 2011. This
Advanced Study Institute was divided into
three integrated modules. Foundations of
Safety and Security, Applications of Safety
Anaysis and Security Analysis. Subjects
covered include mechanized game-based
proofs of security protocols, formal
security proofs, model checking, using and
building an automatic program verifier and
a hands-on introduction to interactive
proofs. Bringing together many leading
international experts in the field, this
NATO Advanced Study Institute once
more proved invaluable in facilitating the
connections which will influence the
quality of future research and the potential
to transfer research into practice. This book
will be of interest to all those whose work
depends on the safety and security of
software  systems./OS Press is an
international science, technical and medical
publisher of high-quality books for
academics, scientists, and professionals in
al fields. Some of the areas we publish
in:  -Biomedicine -Oncology -Artificial
intelligence -Databases and information
systems -Maritime engineering
-Nanotechnology -Geoengineering -All
aspects of physics -E-governance
-E-commerce -The knowledge economy
-Urban studies -Arms control
-Understanding and  responding to
terrorism -Medical informatics -Computer
Sciences
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